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Migrate Application to IPv6 support

Some services are critical for sites (Mail, Web, ...)
IPv6 access to services may impact clients behavior
What to do if upgrade of application is not possible ?

Solutions for incremental deployment exist !

Application Level Gateway

SSL Tunnel
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Application Level Gateway

How to enable IPv6 access to a production Web site

IPv4 Client
www A? = 1.2.3.4

DNS Server

www A 1.2.3.4

HTTP Server
1.2.3.4
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SSL Tunnel

How to enable IPv6 access to a production Mail server

IPv4 Client
imap A? = 1.2.3.4

IMAP

DNS Server

imap A 1.2.3.4

IMAP Server
1.2.3.4
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SSL Tunnel

How to enable IPv6 access to a production Mail server

IPv4 Client
imap A? = 1.2.3.4

IMAP

DNS Server

imap A 1.2.3.4

IMAP Server
1.2.3.4

SSL Tunnel (stunnel)
2001:1:2:3::4

1.2.3.8

imaps A 1.2.3.8
AAAA 2001:1:2:3::4
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How to enable IPv6 access to a production Mail server

IPv4 Client
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IMAP

DNS Server
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IMAP Server
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SSL Tunnel (stunnel)
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IPv6 Client
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IMAPS

IMAP

IMAPS
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Monitor IPv6 usage

Monitoring IPv6 is important for
See impact of IPv6 deployement

Ensure same Quality of Service in IPv4 an IPv6

Tools
Traffic: MRTG/Cacti, Netßow v9

Services: Nagios

Dual Stack requires dual check !

Need to check service reachability in IPv4 AND in IPv6
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