A- Configuration d’une validation de serveur de noms récursif
Editer /etc/named.conf

1-  Activer dnssec au moment de l’exécution de named.conf (à l’intérieur du bloc des options)

        dnssec-enable yes;


  dnssec-validation yes;

2- Configurer dnssec logging, il est d’une grande assistance pour le débogage et la compréhension de ce qui se passe pendant que vous étudiez
        logging {

        channel dnssec_log {

                file "log/dnssec" size 20m;

                print-time yes;

                print-category yes;

                print-severity yes;

                severity debug 3;

        };

        category dnssec { dnssec_log; };

};

3- Configurer les trusted-keys pour être utilisé par le résolveur pour valider les données dnssec 

Exemple:   trstech.net est signé
-Obtenir la clé KSK de trstech.net à l’adresse https://www.trstech.net/trs/trsdnssecen.htm
Configurer les trust anchors avec le KSK.

trusted-keys {

trstech.net. 257 3 5 "AwEAAcPs1nnfJ4L5JdpZwfxER4FKf+hZMLsIhrLLZl721TrhPAySLykj LBTA8SQHnZwIumarRIskXnFRDRif3TcRPuo8mhkWlMv+Jsihck9KqHfLsNEIRTow0nFctS/eoLiFQDllzQUuSMMFt1fS3nDqSrf5l7H4omZsIkG9 zAAkTBlX"; };

4- Test 

dig @127.0.0.1 www.trstech.net. AAAA 

dig @127.0.0.1 trstech.net. soa

-Chercher le bit ad dans l’entête de réponse.

-vérifier ce qui se passe dans /var/named/log/dnssec

; <<>> DiG 9.4.0b4 <<>> @127.0.0.1 www.trstech.net aaaa +dnssec

; (1 server found)

;; global options:  printcmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 27174

;; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 3, ADDITIONAL: 5

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096

;; QUESTION SECTION:

;www.trstech.net.               IN      AAAA

;; ANSWER SECTION:

www.trstech.net.        489     IN      AAAA    2001:4f8:feec::1

www.trstech.net.        489     IN      RRSIG   AAAA 5 3 86400 20070926020401 20070827020401 33888 trstech.net. KVTsCLfLU8Q1JcZW/xlv0t8L+J87Ni6j2nHohhcvR+Og2UJjCsrqIV0J SFEdcOOM0odzINAsv20q+pk6LUoYdQ==

;; AUTHORITY SECTION:

trstech.net.            172687  IN      NS      rip.psg.com.

trstech.net.            172687  IN      NS      afribone.trstech.net.

trstech.net.            489     IN      RRSIG   NS 5 2 600 20070926020401 20070827020401 33888 trstech.net. rzLaL6OYQ2KibmMnipM05ZB/3ZgUPulSijgazlE/8AbZH5uOgYmK03TG ti+hUref7nR5F8IrCVL9TvFBVdunQQ==

;; ADDITIONAL SECTION:

afribone.trstech.net.   172687  IN      A       196.200.57.137

afribone.trstech.net.   488     IN      AAAA    2001:4f8:feec::1

afribone.trstech.net.   489     IN      RRSIG   A 5 3 600 20070926020401 20070827020401 33888 trstech.net. HwDKmE8Oje2DLTX+LYACBctAf72N7mwxSX4PmDlDzJmmJSUojaub6vCq lKWVSWDF1rLcePMWJOug1+iWWH5pOA==

afribone.trstech.net.   489     IN      RRSIG   AAAA 5 3 600 20070926020401 20070827020401 33888 trstech.net. qOHYL5wNJfJv2mQEs3o1/N0+/f+K0tZIK11q2tWZlneJfD0Eh9inp6/f QmB3KCd40TPeyr4kz51eYAWSHvZkRA==

;; Query time: 1054 msec

;; SERVER: 127.0.0.1#53(127.0.0.1)

;; WHEN: Mon Aug 27 07:45:02 2007

;; MSG SIZE  rcvd: 592

5- Chasing signature with drill

-  drill -S @127.0.0.1 trstech.net. ns -k /var/named/Ktrstech.net.+005+36472.key

[root@aalain ~]#  drill -S @127.0.0.1 trstech.net. ns -k /var/named/Ktrstech.net.+005+36472.key 

;; ->>HEADER<<- opcode: QUERY, rcode: NOERROR, id: 1992

;; flags: qr rd cd ra ad ; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 4 

;; QUESTION SECTION:

;; trstech.net. IN      NS

;; ANSWER SECTION:

trstech.net.    172496  IN      NS      rip.psg.com.

trstech.net.    172496  IN      NS      afribone.trstech.net.

trstech.net.    298     IN      RRSIG   NS RSASHA1 2 600 20070926020401 20070827020401 33888 trstech.net. rzLaL6OYQ2KibmMnipM05ZB/3ZgUPulSijgazlE/8AbZH5uOgYmK03TGti+hUref7nR5F8IrCVL9TvFBVdunQQ== ;{id = 33888}

;; AUTHORITY SECTION:

;; ADDITIONAL SECTION:

afribone.trstech.net.   172496  IN      A       196.200.57.137

afribone.trstech.net.   297     IN      AAAA    2001:4f8:feec::1

afribone.trstech.net.   298     IN      RRSIG   A RSASHA1 3 600 20070926020401 20070827020401 33888 trstech.net. HwDKmE8Oje2DLTX+LYACBctAf72N7mwxSX4PmDlDzJmmJSUojaub6vCqlKWVSWDF1rLcePMWJOug1+iWWH5pOA== ;{id = 33888}

afribone.trstech.net.   298     IN      RRSIG   AAAA RSASHA1 3 600 20070926020401 20070827020401 33888 trstech.net. qOHYL5wNJfJv2mQEs3o1/N0+/f+K0tZIK11q2tWZlneJfD0Eh9inp6/fQmB3KCd40TPeyr4kz51eYAWSHvZkRA== ;{id = 33888}

;; Query time: 0 msec

;; EDNS: version 0; flags: do ; udp: 4096

;; SERVER: 127.0.0.1

;; WHEN: Mon Aug 27 07:48:13 2007

;; MSG SIZE  rcvd: 453

;; Chasing: trstech.net. NS

;; Data set: trstech.net.       IN      NS

;; Signed by: trstech.net.

;; Chasing: trstech.net. DNSKEY

;; Data set: trstech.net.       IN      DNSKEY

;; Signed by: trstech.net.

;; Chase successful

Look at the validation process

6- Pour cet atelier, notre racine est signé et la clé KSK de la racine est disponible à :

http://58.26.76.4/Infrastructure/example.html#trustanchor
Ajoute la à liste  trusted-key et rechercher :
dig @127.0.0.1 www.work. 

Etc.....

